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ʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ ï ʥʘʠʙʦʣʝʝ ʩʪʨʘʪʝʛʠʯʝʩʢʠ ʚʘʞʥʳʡ ʵʣʝʤʝʥʪ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɺ 

ʩʝʪʝʚʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ʦʥ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚ ʥʘʠʙʦʣʝʝ ʫʜʦʙʥʦʤ ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʝʩʪʝ. ʆʜʥʘʢʦ ʪʨʘʜʠʮʠʦʥʥʳʝ ʤʝʞʩʝʪʝʚʳʝ ʵʢʨʘʥʳ ʢʣʘʩʩʠʬʠʮʠʨʫʶʪ ʪʨʘʬʠʢ 

ʪʦʣʴʢʦ ʧʦ ʧʦʨʪʘʤ ʠ ʧʨʦʪʦʢʦʣʘʤ, ʯʪʦ ʜʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʤʥʦʛʠʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʠ ʧʨʠʣʦʞʝʥʠʷʤ 

ʦʙʭʦʜʠʪʴ ʩʠʩʪʝʤʳ ʟʘʱʠʪʳ, ʠʩʧʦʣʴʟʫʷ ʥʝʩʪʘʥʜʘʨʪʥʳʝ ʧʦʨʪʳ ʠʣʠ ʪʫʥʥʝʣʠʨʦʚʘʥʠʝ SSL. ʂʨʦʤʝ 

ʪʦʛʦ ʚ ʧʦʩʣʝʜʥʠʝ ʛʦʜʳ ʧʦʷʚʠʣʦʩʴ ʦʛʨʦʤʥʦʝ ʢʦʣʠʯʝʩʪʚʦ web ʧʨʠʣʦʞʝʥʠʡ, ʢʦʪʦʨʳʝ ʜʣʷ ʩʚʦʝʡ 

ʨʘʙʦʪʳ ʠʩʧʦʣʴʟʫʶʪ ʩʪʘʥʜʘʨʪʥʳʡ ʧʦʨʪ 80. 

 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʩʠʩʪʝʤʥʳʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʪʝʨʷʝʪ ʢʦʥʪʨʦʣʴ ʥʘʜ ʩʚʦʝʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ, ʯʪʦ 

ʧʨʠʚʦʜʠʪ ʢ ʧʨʦʥʠʢʥʦʚʝʥʠʶ ʚ ʩʝʪʴ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʧʦʪʝʨʷʤ ʚʘʞʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʧʝʨʝʙʦʷʤ 

ʚ ʨʘʙʦʪʝ ʩʝʪʠ. 

 

ʊʨʘʜʠʮʠʦʥʥʦ, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʧʦʜʦʙʥʳʭ ʧʨʦʙʣʝʤ, ʚ ʩʝʪʴ ʚʢʣʶʯʘʶʪʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 

«ʧʦʤʦʱʥʠʢʠ ʬʘʡʝʨʚʦʣʘ» ï IPS, web h ʣʶʟʳ, ʩʝʪʝʚʳʝ ʘʥʪʠʚʠʨʫʩʳ ʠ ʪ.ʜ.  ʊʘʢʦʡ ʧʦʜʭʦʜ ʥʝ 

ʪʦʣʴʢʦ ʥʝ ʨʝʰʘʝʪ ʧʨʦʙʣʝʤʫ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʠʟ-ʟʘ ʥʝʩʦʚʝʨʰʝʥʥʦʩʪʠ ʪʝʭʥʦʣʦʛʠʡ ʩʢʘʥʠʨʦʚʘʥʠʷ ʠ 

ʩʣʦʞʥʦʩʪʠ ʫʧʨʘʚʣʝʥʠʷ), ʥʦ ʠ ʩʦʟʜʘʝʪ ʥʦʚʳʝ ʧʨʦʙʣʝʤʳ ï ʙʦʣʴʰʠʝ ʟʘʜʝʨʞʢʠ ʧʝʨʝʜʘʯʠ 

ʩʢʘʥʠʨʫʝʤʦʛʦ ʪʨʘʬʠʢʘ. 

 

ɼʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʢʦʥʪʨʦʣʷ ʥʘʜ ʩʝʪʝʚʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ ʥʝʦʙʭʦʜʠʤ ʧʨʠʥʮʠʧʠʘʣʴʥʦ 

ʥʦʚʳʡ ʧʦʜʭʦʜ, ʤʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ ʥʦʚʦʛʦ ʧʦʢʦʣʝʥʠʷ. 

 

ʊʨʝʙʦʚʘʥʠʷ ʢ ʬʘʡʝʨʚʦʣʫ ʥʦʚʦʛʦ ʧʦʢʦʣʝʥʠʷ: 

 

¶ ʀʜʝʥʪʠʬʠʢʘʮʠʷ ʧʨʠʣʦʞʝʥʠʡ, ʘ ʥʝ ʧʦʨʪʦʚ. ʌʘʡʝʨʚʦʣ ʜʦʣʞʝʥ ʦʧʨʝʜʝʣʷʪʴ ʧʨʠʣʦʞʝʥʠʝ 

ʚʥʝ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʧʦʨʪʘ, ʯʝʨʝʟ ʢʦʪʦʨʳʡ ʦʥʦ ʨʘʙʦʪʘʝʪ. ʌʘʡʝʨʚʦʣ ʜʦʣʞʝʥ ʦʧʨʝʜʝʣʷʪʴ 

ʧʨʠʣʦʞʝʥʠʝ ʚʥʫʪʨʠ SSL ʪʫʥʥʝʣʷ. ʇʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʦʣʞʥʳ ʦʩʥʦʚʳʚʘʪʴʩʷ ʥʝ ʥʘ 

ʧʦʨʪʘʭ, ʘ ʥʘ ʧʨʠʣʦʞʝʥʠʷʭ. 

 

¶ ʀʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʘ ʥʝ IP ʘʜʨʝʩʦʚ. ʇʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʪʯʝʪʳ ʠ 

ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʜʦʣʞʥʳ ʦʧʝʨʠʨʦʚʘʪʴ ʥʝ IP ʘʜʨʝʩʘʤʠ ʠ ʧʦʜʩʝʪʷʤʠ, ʘ ʠʤʝʥʘʤʠ ʠ ʛʨʫʧʧʘʤʠ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʣʫʞʙ ʢʘʪʘʣʦʛʦʚ. 

 

¶ ʉʢʘʥʠʨʦʚʘʥʠʝ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ. ɿʘʱʠʪʘ ʦʪ ʩʝʪʝʚʳʭ ʘʪʘʢ ʠ ʚʨʝʜʦʥʦʩʥʦʛʦ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʜʦʣʞʥʘ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʥʘ ʚʳʩʦʢʠʭ ʩʢʦʨʦʩʪʷʭ ʠ ʩ 

ʤʠʥʠʤʘʣʴʥʳʤʠ ʟʘʜʝʨʞʢʘʤʠ. 

 

¶ ʇʨʦʩʪʦʪʘ ʫʧʨʘʚʣʝʥʠʷ. ɻʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ ʜʦʣʞʝʥ ʦʙʝʩʧʝʯʠʚʘʪʴ ʫʜʦʙʥʦʝ 

ʦʪʦʙʨʘʞʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʠ ʙʳʩʪʨʦʝ ʧʨʠʤʝʥʝʥʠʝ ʥʝʦʙʭʦʜʠʤʳʭ ʧʦʣʠʪʠʢ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

 

¶ ʇʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ ʚ ʥʝʩʢʦʣʴʢʦ ɻʙʠʪ/ʩ. ʉʦʯʝʪʘʥʠʝ ʚʳʩʦʢʦʩʢʦʨʦʩʪʥʦʡ 

ʘʧʧʘʨʘʪʥʦʡ ʧʣʘʪʬʦʨʤʳ ʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʨʘʟʨʘʙʦʪʘʥʥʳʭ ʧʦʜ ʢʦʥʢʨʝʪʥʳʝ 

ʟʘʜʘʯʠ, ʜʦʣʞʥʳ ʦʙʝʩʧʝʯʠʚʘʪʴ ʦʜʥʦʚʨʝʤʝʥʥʫʶ ʨʘʙʦʪʫ ʚʩʝʭ ʬʫʥʢʮʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ 

ʩʢʦʨʦʩʪʷʭ ʚ ʥʝʩʢʦʣʴʢʦ ʛʠʛʘʙʠʪ. 
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ʄʝʞʩʝʪʝʚʳʝ ʵʢʨʘʥʳ ʥʦʚʦʛʦ ʧʦʢʦʣʝʥʠʷ Palo Alto ʚʳʧʦʣʥʷʶʪ ʦʜʥʦʚʨʝʤʝʥʥʦʝ 

ʩʢʘʥʠʨʦʚʘʥʠʝ ʪʨʘʬʠʢʘ ʥʘ ʚʩʝ ʩʦʚʨʝʤʝʥʥʳʝ ʫʛʨʦʟʳ  ʩ ʨʘʩʧʦʟʥʘʚʘʥʠʝʤ ʧʨʠʣʦʞʝʥʠʡ ʠ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʩʢʦʨʦʩʪʷʭ ʜʦ 10 ɻʙʠʪ/ʩ. ʀʜʝʥʪʠʬʠʢʘʮʠʷ ʧʨʠʣʦʞʝʥʠʷ ʧʨʦʠʩʭʦʜʠʪ ʚʥʝ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʧʦʨʪʘ, ʘ ʠʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ï ʚʥʝ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ IP ʘʜʨʝʩʘ. 

ʂʨʦʤʝ ʪʦʛʦ, ʫʩʪʨʦʡʩʪʚʘ Palo Alto ʤʦʛʫʪ ʠʥʩʧʝʢʪʠʨʦʚʘʪʴ ʩʦʜʝʨʞʠʤʦʝ SSL ʪʫʥʥʝʣʝʡ, 

ʚʳʧʦʣʥʷʷ ʠʭ ʜʝʰʠʬʨʦʚʘʥʠʝ. ɺʩʝ ʧʝʨʝʯʠʩʣʝʥʥʳʝ ʤʝʨʳ ʦʙʝʩʧʝʯʠʚʘʶʪ ʙʝʩʧʨʝʮʝʜʝʥʪʥʳʡ 

ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ ʠ ʦʪ ʫʪʝʯʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

 

 

 

 

 

 

 

 

 

ɺʝʩʴ ʬʫʥʢʮʠʦʥʘʣ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʩʝʤʝʡʩʪʚʦʤ ʠʟ ʰʝʩʪʠ ʚʳʩʦʢʦʧʨʦʠʟʚʦʜʠʪʝʣʴʥʳʭ ʘʧʧʘʨʘʪʥʳʭ 

ʧʣʘʪʬʦʨʤ. ʉ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʠ ʩʧʝʮʠʬʠʢʘʮʠʷʤʠ ʫʩʪʨʦʡʩʪʚ ʤʦʞʥʦ ʧʦʟʥʘʢʦʤʠʪʴʩʷ ʥʘ 

ʩʘʡʪʝ www.paloaltonetworks.com 

͙̂ͤ͊͟͡Έͤ·͔ ͔ͭͻ͎͙͙ͤͦͦ͡ ͙͔͙͒ͤͭͺ͙͊͟ͼ͙͙ ͺ͚͔͍͍͊ͪͦͦ͡ 

͍͎ͤͦͦͦ ͔͙ͨͦͦͤ͟͡Ύ 
ʉʧʝʮʠʘʣʠʩʪʘʤʠ Palo Alto ʜʣʷ ʤʝʞʩʝʪʝʚʳʭ ʵʢʨʘʥʦʚ ʥʦʚʦʛʦ ʧʦʢʦʣʝʥʠʷ ʙʳʣʠ ʨʘʟʨʘʙʦʪʘʥʳ ʠ 

ʟʘʧʘʪʝʥʪʦʚʘʥʳ ʪʨʠ ʫʥʠʢʘʣʴʥʳʝ ʪʝʭʥʦʣʦʛʠʠ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʧʨʠʣʦʞʝʥʠʡ, ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ 

ʢʦʥʪʝʥʪʘ: App-IP, User-IP ʠ Content-ID. 

 

 

 

App-IDTM : ʧʝʨʚʘʷ ʪʝʭʥʦʣʦʛʠʷ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʪʨʘʬʠʢʘ, ʢʦʪʦʨʘʷ 

ʠʩʧʦʣʴʟʫʝʪ 4 ʤʝʭʘʥʠʟʤʘ ʜʣʷ ʪʦʯʥʦʛʦ ʦʧʨʝʜʝʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʡ, 

ʨʘʙʦʪʘʶʱʠʭ ʚ ʩʝʪʠ. ʀʜʝʥʪʠʬʠʢʘʮʠʷ ʧʨʠʣʦʞʝʥʠʡ ï ʧʝʨʚʳʡ ʰʘʛ, 

ʚʳʧʦʣʥʷʝʤʳʡ ʵʢʨʘʥʦʤ ʧʦʩʣʝ ʚʢʣʶʯʝʥʠʷ ʚ ʩʝʪʴ. ɼʘʣʝʝ ʚʩʝ ʧʦʣʠ-

ʪʠʢʠ ʧʨʠʤʝʥʷʶʪʩʷ ʢ ʢʦʥʢʨʝʪʥʳʤ ʧʨʠʣʦʞʝʥʠʷʤ, ʘ ʥʝ ʧʦʨʪʘʤ 

http://www.paloaltonetworks.com/
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User-IDTM : ʪʝʭʥʦʣʦʛʠʷ ʠʥʪʝʛʨʘʮʠʠ ʩ ʢʦʨʧʦʨʘʪʠʚʥʳʤʠ 

ʩʣʫʞʙʘʤʠ ʢʘʪʘʣʦʛʦʚ, ʪʘʢʠʤʠ ʢʘʢ MS Active Directory, LDAP, 

Novell eDirectory ʠ Citrix. User-ID ʧʦʟʚʦʣʷʝʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ 

ʦʩʫʱʝʩʪʚʣʷʪʴ ʢʦʥʪʨʦʣʴ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʡ ʥʘ ʦʩʥʦʚʝ 

ʦʪʜʝʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʣʫʞʙʳ 

ʢʘʪʘʣʦʛʦʚ. ʀʥʬʦʨʤʘʮʠʷ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ ʜʦʩʪʫʧʥʘ ʚʥʫʪʨʠ ʚʩʝʛʦ 

ʬʫʥʢʮʠʦʥʘʣʘ Palo Alto, ʚʢʣʶʯʘʷ ʧʨʠʤʝʥʝʥʠʝ ʧʦʣʠʪʠʢ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʦʚ ʠ ʩʦʟʜʘʥʠʝ ʦʪʯʝʪʦʚ. 

Content-IDTM : ʪʝʭʥʦʣʦʛʠʷ ʩʢʘʥʠʨʦʚʘʥʠʷ, ʠʩʧʦʣʴʟʫʶʱʘʷ 

ʩʠʛʥʘʪʫʨʥʳʡ ʘʥʘʣʠʟ ʪʨʘʬʠʢʘ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʟʘʱʠʪʳ ʦʪ 

ʰʠʨʦʢʦʛʦ ʩʧʝʢʪʨʘ ʩʝʪʝʚʳʭ ʫʛʨʦʟ. ʂʨʦʤʝ ʪʦʛʦ, Content-ID 

ʢʦʥʪʨʦʣʠʨʫʝʪ ʧʝʨʝʜʘʯʫ ʜʘʥʥʳʭ ʧʦ ʩʝʪʠ,  

ʧʨʝʜʦʪʚʨʘʱʘʷ ʫʪʝʯʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

ʂʦʥʪʨʦʣʴ web ʩʝʨʬʠʥʛʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʨʠ ʧʦʤʦʱʠ  

ʦʙʰʠʨʥʦʡ ʙʘʟʳ URL. ʉʢʘʥʠʨʦʚʘʥʠʝ ʥʘ ʚʩʝ ʫʛʨʦʟʳ ʧʨʦʠʩʭʦʜʠʪ 

«ʚ ʦʜʥʦʤ ʧʨʦʭʦʜʝ» ʪʨʘʬʠʢʘ, ʯʪʦ ʧʨʘʢʪʠʯʝʩʢʠ ʥʝ ʜʘʝʪ ʟʘʜʝʨʞʢʠ 

ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʠ ʚ ʢʦʤʙʠʥʘʮʠʠ ʩ ʪʝʭʥʦʣʦʛʠʝʡ App-ID 

ʦʙʝʩʧʝʯʠʚʘʝʪ ʀʊ ʜʝʧʘʨʪʘʤʝʥʪʫ ʧʦʣʥʳʡ ʢʦʥʪʨʦʣʴ ʥʘʜ ʩʝʪʝʚʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ.  

ʇʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ ʚ ʥʝʩʢʦʣʴʢʦ ʛʠʛʘʙʠʪ ʜʦʩʪʠʛʘʝʪʩʷ 

ʙʣʘʛʦʜʘʨʷ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʡ ʘʨʭʠʪʝʢʪʫʨʳ, 

ʦʙʝʩʧʝʯʠʚʘʶʱʝʡ ʪʝʩʥʫʶ ʠʥʪʝʛʨʘʮʠʶ ʤʝʞʜʫ ʬʫʥʢʮʠʷʤʠ 

ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ, ʙʝʟʦʧʘʩʥʦʩʪʠ, ʟʘʱʠʪʳ ʦʪ ʩʝʪʝʚʳʭ ʫʛʨʦʟ ʠ 

ʫʧʨʘʚʣʝʥʠʷ. 10-ʛʠʛʘʙʠʪʥʘʷ ʰʠʥʘ ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʢʦʨʦʩʪʥʦʡ 

ʦʙʤʝʥ ʪʨʘʬʠʢʦʤ ʤʝʞʜʫ ʧʨʦʮʝʩʩʦʨʘʤʠ. ʆʪʜʝʣʝʥʠʝ ʰʠʥʳ 

ʜʘʥʥʳʭ ʦʪ ʰʠʥʳ ʫʧʨʘʚʣʝʥʠʷ ʥʘ ʬʠʟʠʯʝʩʢʦʤ ʫʨʦʚʥʝ ʜʝʣʘʝʪ 

ʫʩʪʨʦʡʩʪʚʘ Palo Alto ʜʦʩʪʫʧʥʳʤʠ ʜʣʷ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʥʝ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʠʭ ʟʘʛʨʫʟʢʠ. 


